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The Login Security Settings tool allows you to control whether Staff users receive login alert
notification emails and whether they must verify their identity with a one-time code or an
authentication application.

How-To Guides

Enable Settings

New device notification settings
Multi-factor authentication options

Captcha settings

Enable suspicious login attempts mitigation
Enable PIV authentication

View all active sessions and log out/disable user accounts

Reset Account Settings

e Reset a user's multi-factor authentication credentials

PIV Card Registration Process

e For administrators
e For staff members

Explanation

FAQ

e How Does Campus Remember a Device?

e What if | Clear My Cookies Each Time | Close My Browser?

e How Do | Minimize the Amount of Notification Emails?

o Will the Login as User Feature Result in a Notification Email?
e How Do | Reset a User's Account Security Email Address?

e Why Can't | Get reCaptcha to Work?

e Do Login Security Settings Apply to Both Staff and Student/Parent Accounts?

Troubleshooting
¢ Troubleshooting Google reCAPTCHA

Page 1


http://kb.infinitecampus.com/help/login-security-settings
https://kb.infinitecampus.com/help/login-security-settings#new-device-notification-settings
https://kb.infinitecampus.com/help/login-security-settings#multi-factor-authentication-options
https://kb.infinitecampus.com/help/login-security-settings#captcha-settings
https://kb.infinitecampus.com/help/login-security-settings#enable-suspicious-login-attempts-mitigation
https://kb.infinitecampus.com/help/login-security-settings#enable-piv-authentication
https://kb.infinitecampus.com/help/login-security-settings#view-all-active-sessions-and-log-out-disable-user-accounts
https://kb.infinitecampus.com/help/login-security-settings#resetting-a-user-s-multi-factor-authentication-credentials
http://kb.infinitecampus.com/help/piv-card-registration-process-administrators
http://kb.infinitecampus.com/help/piv-card-registration-process-for-staff-members
https://kb.infinitecampus.com/help/login-security-settings#LoginSecuritySettings-HowDoesCampusRememberaDevice?
https://kb.infinitecampus.com/help/login-security-settings#LoginSecuritySettings-WhatifIClearMyCookiesEachTimeICloseMyBrowser?
https://kb.infinitecampus.com/help/login-security-settings#LoginSecuritySettings-HowDoIMinimizetheAmountofNotificationEmails?
https://kb.infinitecampus.com/help/login-security-settings#LoginSecuritySettings-WilltheLoginasUserFeatureResultinaNotificationEmail?
https://kb.infinitecampus.com/help/login-security-settings#LoginSecuritySettings-HowDoIResetaUser'sAccountSecurityEmailAddress?
https://kb.infinitecampus.com/help/login-security-settings#LoginSecuritySettings-WhyCan'tIGetreCaptchatoWork?
https://kb.infinitecampus.com/help/login-security-settings#do-login-security-settings-apply-to-both-staff-and-student/parent-accounts?
http://kb.infinitecampus.com/help/troubleshooting-google-recaptcha

