Allow-List IPs for 3rd Party Systems
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Some tooling (such as the Data Extract Utility, LDAP servers, FRAM Scheduled Imports) connects to
a third-party server and needs to know the list of Campus IPs to which traffic can pass.

To find a list of IPs your third-party systems need to allow-list:

1. Navigate to the Support Portal (only accessible by Authorized Contacts) and log in.

2. Select Hosting Information > Hosting Documentation

3. Select the appropriate document based on your district's hosting model. A PDF will download
to your machine.

Hosting Documentation

Documents: Network and Firewall Guidance

Network and Firewall Guidance for Campus Cloud and Campus Cloud Choice - Last updated on 05/22/2024

Network and Firewall Guidance for Legacy In-District Hosting - Last updated on 05/22/2024

Network and Firewall Guidance for Self-Hosted Customers - Last updated on 05/22/2024 *-___-'—
Network and Firewall Guidance for Virtualized In-District Hosting - Last updated on 05/22/2024

View Documents
All Hosting Types

4. Open the PDF and navigate to the Data Center Overload IPs section.

Data Center Overload IPs - Infinite Campus maintains data centers to serve Campus Cloud
/Campus Cloud Choice customers as well as host shared services. These data centers each have
a one or more NAT overload IP address that are used as the source address for outbound
communication. Because this is a general document and traffic may be sourced from different data
centers for different purposes all of the following IP should be included in any firewall rules that
reference them. The Overload IPs are as follows:
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The IP ranges and overload IPs are referenced throughout the rest of this document. They may
also be referenced in other rules that network and firewall administrators may want to implement.

5. Provide this list of IPs to your third-party system or allow-list them yourself if you have
administrative rights to the server.
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