Recommended Browser Settings

Last Modified on 06/18/2025 9:51 am CDT

Infinite Campus recommends modifying certain browser settings for optimal use of Infinite
Campus software. Browsers should be kept current by applying service packs and updates as
provided by the operating system. Infinite Campus currently supports Edge, Mozilla Firefox, and
Google Chrome browsers on a PC platform. Mozilla Firefox, Safari, and Chrome browsers are
supported on the Macintosh platform.

Infinite Campus cannot guarantee full support of all browsers or all versions. Please see the
Supported Platforms page for more up-to-date information on browser and platform support.

For help in troubleshooting why your cookies keep being cleared, see the Troubleshooting
Cookie Deletion article.

FireFox Chrome
PC e Download Settings (Chrome)
e Pop-Up Settings (Mozilla) e Privacy Settings (Chrome)
e Privacy Settings (Mozilla) e Content Settings (Chrome)
e Form and Password Settings (Mozilla) e Clearing the Browser History (Chrome)

e Cache Management Settings (Mozilla)
e Download Settings (Mozilla)

Mac
e Content Settings (Mozilla Mac)
¢ Advanced Network Settings (Mozilla
Mac
e Privacy Settings (Mozilla Mac)
e Security Settings (Mozilla Mac)

Edge Safari
e Password Settings (Edge) e Security Settings (Safari)

e Download Settings (Edge)
e Pop-Up Settings (Edge)
e Clear Browsing Data (Edge)

Opening multiple instances of Campus in the same browser is not supported and can lead to data
issues.

Mozilla Firefox Settings (PC)

For the most recent browser versions that are supported in Campus, see theSupported Platforms
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article.

Pop-Up Settings (Mozilla)

Privacy Settings (Mozilla)

Form and Password Settings (Mozilla)
Cache Management Settings (Mozilla)
Download Settings (Mozilla)

The following settings were based off of a Firefox 60.0.1. The names of settings and their locations
may vary slightly in other versions.

To protect security, the following browser options should be configured. To access browser
settings, navigate to the three slash marks icon in the upper right-hand corner of the browser and
select Options.
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Pop-Up Settings (Mozilla)

In the Privacy and Security area:
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COEX-E

'ﬁ' General
Q Search

a Privacy & Security

s Firefox Acco

t

© Firefox  about:preferences#privacy 7| | Q search
© Spotify Web Player ¢ JIRA X, Wiki 0 TRUNK N Community W5 CCMS

- ]

£ Find in Options

&} Locauon Serngs...

WM Camera Settings...

& Microphone Settings...

E Notifications Learn more Settings...
Pause notifications until Firefox restarts

v Block pop-up windows > Exceptions...

v Warn you when websites try to install add-ons tions...

Prevent accessibility services from accessing your browser Learn more

Firefox Data (}

You can specify which websites are allgwd to open pop-up windows. Type the exact address of the site you want

to allow and then click Allow.
Address of website

infinitecampus.com

Allow
Website Status
http://infinitecampus.com Allow
https://ie.infinitecampus.com Allow
https://iese.infinitecampus.com Allow
Remove Website Remove All Websites
Cancel Save Changes

Pop-up windows must be allowed on the Infinite Campus site in one of the following manners:

e Either the Block Pop-Up Windows checkbox is left unmarked, OR
e The Block Pop-Up Windows checkbox is marked, but the Infinite Campus site is on the
Allowed Sites list:
o Click the Exceptions button.
= Enter the Infinite Campus site URL in the Address of Web site field.
= Click Allow.

= Click Save Changes.

Privacy Settings (Moazilla)

In the History section of Privacy and Security area:
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'ﬁ' General
Q Search

n Privacy & Security

s Firefox Accoun

@ Firefox Support

PwWwnNE

v | Autofill addresses Learn more Saved Addresses...
Use a master password Change Master Password...
History

Saved Logins...

Firefox will ~ Use custom settings for history e

Always use private browsing mode

v Remember my browsing and download history
¥ | Remember search and form history
v Accept cookies from websites Exceptions...
Accept third-party cookies  Always it
Keep until = they expire % Show Cookies...
=P | /' Clear history when Firefox closes —_—) Settings...

When | quit Firefox, it should automatically clear all

History
v Browsing & Download History Cookies
v Active Logins v'| Cache

v Form & Search History

Data

Site Preferences Offline Website Data

Settings for Clearing History

oK Cancel Help

Select Use custom settings for history in the first dropdown list.

Mark the Clear history when Firefox closes checkbox.

Click the Settings button.

Mark (at least) the following checkboxes: Form & Search History and Cache.

Deleting cookies will cause the device to no longer be recognized by Campus and will
require you to go through the_login security process the next time you log into Campus.

5. Click OK.

To clear history at any time, select CTRL+Shift+Del or select Clear Recent History under

Tools.
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Form and Password Settings (Mozilla)

It is important to not have Campus login credentials auto-populate within your browser. Auto-
populated credentials create a security hole where any user who gains access to the computer has
the ability to log into Campus as the staff member.

In the Forms & Privacy section of the Privacy & Security area:

¥ General Browser Privacy
Q Search Forms & Passwords
. ) v Remember logins and passwords for websites Exceptions...
a Privacy & Security
SavegAogins
9 Firefox Account
v Autofill addresses Learn more Saved Addresses...
Use a master passwaord hange Master Password...

Exceptions - Saved Logins X

Logins for the following websites will not be saved

Address of website

Block

Website

https://id.infinitecampus.com

https://fissues.infinitecampus.com

https://wiki.infinite campus.com

Remove Website Remave All Websites

Cancel Save Changes

In the Passwords section:

e Remove the checkmark from the Remember Passwords For Sites checkbox, OR,
e |f passwords should be remembered, mark the Remember Passwords For Sites checkbox
but verify that Infinite Campus sites are on the Exception list:
o Click the Exceptions button:
= Check for Infinite Campus sites on the Exceptions window. If Infinite Campus sites
do not appear:
s Enter the Campus address and click Block. This ensures Campus login
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credentials will not auto populate for users.

Cache Management Settings (Mozilla)

In the Cached Web Content section of the Privacy and Security area:

'ﬁ' General i

Q Search ¥ Open tabs

Change preferences for search engine suggestions

ﬂ Privacy & Security

Cached Web Content

s Firefox Account

Your web content cache is currently using 346 MB of disk space =———» Clear Now

v Qverride automatic cache management

Limit cache to 350 - MBof space

Site Data
Your stored site data is currently using 225 KB of disk space Learn more Settings...

Clear All Data

1. Click the Clear Now button to clear the network cache.
2. Mark the Override automatic cache management checkbox and set the cache limit
accordingly.

Download Settings (Mozilla)

In the Downloads section of the General area:

Language

| 'ﬁ' General
Q Search

Choose your preferred language for displaying pages Choose...

v Check your spelling as you type

23 Fircfox Account Files and Applications

Downloads

® Save files to lv Downloads Browse...

Always ask you where to save files

1. Select the Save Files to radio button.
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2. Click the Browse... button and designate where downloads should be saved.

Mozilla Firefox Settings (Mac)

For the most recent browser versions that are supported in Campus, see the Supported Platforms
article.

e Content Settings (Mozilla Mac)
e Advanced Network Settings (Mozilla Mac)
e Privacy Settings (Mozilla Mac)
e Security Settings (Mozilla Mac)

The names and locations of settings may vary slightly across versions.

To protect security, the following browser options should be configured. To access browser
settings, navigate to the Firefox menu and select the Preferences option:

File Edit View
t Mozilla Firefox

Firefox

Preferences...

Services >
Hide Firefox 3#8H
Hide Others HEH
Show All

Quit Firefox #¥Q

Content Settings (Mozilla Mac)

On the Content tab:
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000 Content [

7 R — R

Applications  Privacy  Security  Advanced

Main Tabs | Content

# Block pop-up windows I ﬁl Exceptlons I

r"\ 06 Allowed Sites - Pop-ups

You can specify which web sites are allowed to open pop-up windows. Type
exact address of the site you want to allow and then click Allow.

Address of web site:

www.infinitecampus.com

Site ' Status

cécreative.org Allow H (Ad\ranced. )
www.chipotle.com Allow
www.lemonlimestudios.com Allow

(Rernm'e Sil:e) (Remove All Sites)

Pop-up windows must be allowed on the Infinite Campus site in one of the following manners:

e Either the Block Pop-Up Windows checkbox is left unmarked, OR
e The Block Pop-Up Windows checkbox is marked, but the Infinite Campus site is on the
Allowed Sites list:
o Click the Exceptions button.
s Enter the Infinite Campus site URL in the Address of Web site field.

s Click Allow.
= Exit the window.

Advanced Network Settings (Mozilla Mac)

On the Advanced tab:
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.[ General M Update  Encryption 1
Connection
Configure how Firefox connects to the Internet
Offline Storage
Use up to MB bf space for the cache
¥ Tell me when a website asks to store data for offline use

1. Verify that the network Connection Settings reflect proper district/state setup.

This setting is largely dependent on the district/state’s specific network configuration.

2. Click the Clear Now button to clear the network cache.
3. Set the cached MB limit to a low number (e.g., 50 or less).

Privacy Settings (Mozilla Mac)

On the Privacy tab:
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0006 Privacy C

bl 5 A |G Aa @

Main Tabs Content Applications | Privacy | Security Advanced

History When | ask Firefox te clear my private data, it should erase:

[ Browsing History

[ | Download History

# Saved Form and Search History
™ Cache

I Cookies

[ Offline Website D

"] Keep my history for at least ' 90 ; days

IQ Remember what | enter in forms and the search barl

E Remember what I've downloaded - (Download Statusb:

Cookies

[~ Accept cookies from sites

™ Authenticated Ses
[l DownThemall! his

[ Accept third-party cookies

. . Tx) & queue
Keep until: | close Firefox v =
@ ( Cancel ) 6—91(—%
Private Data
[ Always clear my private data when | close Firefuxl ﬁ ( Settings... )
[_] Ask me befare clearing private data

1. Set the Private Data settings to Always Clear Private Data on browser close.
2. Click Settings.

3. Mark at least the Cache, Saved Passwords and Authenticated Sessions checkboxes.

Deleting cookies will cause the device to no longer be recognized by Campus and will
require you to go through the login security process the next time you log into Campus.

4. Click OK.

Click the Clear Now button at any time.

Security Settings (Mozilla Mac)

On the Security Tab:
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'O a6 Security (=]

ol w sy A C|Ey @

Main Tabs Content Applications Privacy | Security | Advanced

# Warn me when sites try to install add-ons

™ Tell me if the site I'm visiting is a suspected attack site

[ Tell me if the site I'm visiting is a suspected forgery

Passwords
| Remember passwords for sites { Exceptions... )
] Use a master password '\ Change Master F‘assword...;l

(Saved Passwnrds...)

Warning Messages

Choose which warning messages you want to see while browsing the web

2

e Remove checkmark from the Remember Passwords for Sites checkbox, OR,
e If passwords should be remembered, mark the Remember Passwords For Sites checkbox
but verify that Infinite Campus sites are on the Exception list:
o Click Exceptions.
s Check for Infinite Campus sites on the Exceptions window. If Infinite Campus sites
do not appear:
= Close the Exceptions window.
= Click the Saved Passwords button to see if the usernames/passwords have
already been stored.
= Remove saved usernames/passwords for Infinite Campus sites.
s Close the Saved Passwords window.

Edge Settings

For the most recent browser versions that are supported in Campus, see theSupported Platforms
article.

e Password Settings (Edge)
Download Settings (Edge)
Pop-Up Settings (Edge)
Clear Browsing Data (Edge)

Accessing Campus within InPrivate browsing mode may cause problems/errors.
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Please do not access Campus using this option.

Password Settings (Edge)

Users should turn off password saving and automatic sign-in functionality to ensure any
unauthorized users physically accessing a staff member's computer are unable to log themselves
into Infinite Campus.

Settings Your profile +  Add profile

Search settings

. Work
Profiles I @InfiniteCampus.com Sign out

> @ Syncis on

Privacy, search, and services
Appearance
£ Manage account =
On startup
u
S
New tab page it b 2

Share, copy, and paste b

Cookies and site permissions =

CCpDEPRclASDG S| o

Payment infp >

Default browser
©  Addresses arfl more >

Downloads

I rt bi dat:
Family safety EI et b et >
Languages R% Multiple profilefpreferences >
Printers
System Morg
2 ' < Profiles / Passwords 2 Search passwords

eset settings
Phone and other devices
Offer to save passwords
@@ About Microsoft Edge

Sign in automatically

If this is turned off, we'll ask you for permission every time before signing in to a website

8"

Show the "Reveal password” button in password fields

Selecting this button shows what you've typed. Some sites may override this setting

Saved passwords

Download Settings (Edge)

You should toggle on the Ask me what to do with each download preference to ensure you
are actively selecting the appropriate file location each time a file is downloaded.
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Settings

£ Search settings

]

Profiles

Privacy, search, and services
Appearance

On startup

New tab page

REC DD

Share, copy, and paste

A

Cookies and site permissions

Default browser

= W]

Downloads

Family safety
Languages
Printers
Systern

Reset settings

DG hd @R

Phone and other devices

@ About Microsoft Edge

Downloads

Location

CUsers\nate.miller\Downloads

| Change |

Ask me what to do with each download

Always ask me if | want to save a file or open it without saving

Pop-Up Settings (Edge)

Add Infinite Campus as an allowed source for Pop-ups and redirects to ensure functionality is not

impacted.

Settings “ Cookies and site permissions / Pop-ups and redirects
P Bearch settings

| F Block {recommended) o
= E—
Frofies Block | Add ‘
B Privacy. search, and services

Mo sites added
Appearance
@ On startup Allow | Add ‘
New tab page [d https://www.infinitecampus.com
|2 Share, copy, and paste
I I [& Cookies and site permissions

E] Default browser
{4 Downloads

Clear Browsing Data (Edge)

Periodically, Infinite Campus recommends users delete cached images and files and passwords for
improved performance and heightened security.
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Exceptions

Allow all trackers on sites you choose

Settings

Always use “Strict” tracking prevention when browsing InPrivate o
O search settings

Profiles Clear browsing data

I I @& Privacy. search, and services Mpasswords‘ cookies, and more. Only data from this profile will be deleted.

Appearance Manage your data

On startup Clear browsing data now Choose what to clear

MNew tab page

Choose what to clear every time you close the browser
Share, copy, and paste

Cookies and site permissions
Privacy
Default browser

Bernllsask Select your privacy settings for Microsoft Edge. Learn more gfbut these settings

Family safety Send "Do Not Track" requests

Languages
Allow sites to check if you have payment methy

Printers

Clear browsing data

Time range

All time

Cached images and files
Frees up 317 MB. Some sites may load more slowly on your
next visit,
Passwords
297 passwords (for infinitecampus.com, paypal.com, and
2935 more, synced)

D Autofill form data (includes forms and cards)

1 suggestion (synced)

D Site permissions

This will clear your data across all your synced devices signed in to
nate.miller@InfiniteCampus.com. To clear browsing data from this

device only, sign out first

| -

Safari Settings (Mac)

For the most recent browser versions that are supported in Campus, see the Supported Platforms
article.

e Security Settings (Safari)

The names and locations of settings may vary slightly across versions.

Accessing Campus within Private Browsing mode may cause problems/errors.
Please do not access Campus using this option.
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Security Settings (Safari)

On the Safari menu (shown in /mage 19), select the Preferences option. On the AutoFill tab,
remove the checkmark from the auto-filling User names and password checkbox (see Image
23).

IF =
000 AutoFill =]
—r
4] (4 O =om &
General Appearance Bookmarks Tabs AutoFill | Security  Advanced

AutoFill web forms: ¥ Using info from my Address Book card Edit...

I [ User names and passwords Edit...

] Other forms Edit...

Chrome Settings (PC)

For the most recent browser versions that are supported in Campus, see the Supported Platforms
article.

¢ Download Settings (Chrome)

e Privacy Settings (Chrome)

e Content Settings (Chrome)

e Clearing the Browser History (Chrome)

To access the browser settings, select the three dots button in the upper right-hand corner of the
browser window and select Settings (see image below).
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* e e O

Mew tab Ctrl+T

n Campus Webmail E

MNew window Ctrl+N,

MNew incognito window  Ctrl+5hift+

History
Downloads

Bockmarks

SIGN OUT

Zoom - 100%

Print... Ctrl+P
¥ Cast...
Find...

Maore toaols

Ctrl+F

Edit Cut Copy Paste

Settings

Help

Exit Ctrl+Shift+Q

TO DEFAULT

The following settings are recommended:

Download Settings (Chrome)

You should specify where files downloaded using Chrome should be saved on your computer.

1. Select the three lines button in the upper right-hand corner of the browser window and click
Settings.
2. On the right-hand side of the screen, expand the Advanced section and select Downloads.
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Settings

You and Google
Downloads
Autofill
Location

Change
Security and Privacy \ \Dov

Appearance

Ask where to save each file before downloading o»

Search engine
Default browser

On startup

Advanced

@ Languages
Downloads
Accessibility
System

Reset and clean up

Extensions

About Chrome

3. Update the Download options accordingly:
o To change the default location for downloaded files, click the Change button and select
where files should be stored.
o To have Chrome prompt you to select a location each time a file is downloaded, toggle
the Ask where to save each file before downloading button.

Privacy Settings (Chrome)

Privacy settings should be reviewed to ensure they meet your district's policies and requirements.

Settings

You and Googl
‘ou and Google Safety check

Autofill

Q Chrome can help keep you safe from data breaches, bad extensions, and more

Security and Privacy

Appearance

Security and Privacy
Search engine

Clear browsing data
Default browser - g

tor

On startup
Cookies and other site data

Third-|
Advanced

Security

Extensions

About Chrome

Privacy Sandbox
Tri
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1. Select the three lines button in the upper right-hand corner of the browser window and then
click Settings.

2. Select Security and Privacy.

3. Select Security, review the options, and set these options according to your district's
security policies.

4. Select Site Settings, review the options, and set these options according to your district's
security policies.

Content Settings (Chrome)

You should adjust the browser's pop-up blocker to exclude Campus pop-up windows.

Settings

You and Google

Safety check
Autofill

o Chrome can help keep you safe from data breaches, bad extensions, and more
Security and Privacy

Appearance

Security and Privacy
Search engine

Clear brows
Default browser

Q) On startup

Advanced

Security

Extensions

About Chrome Site Settings

at info

Privacy Sandbox

Trial fea

Select the three dots button in the upper right-hand corner of the browser window.
Select Settings.

Select Security and Privacy.

Select Site Settings.

Scroll down and select Pop-ups and redirects.

vk wWwNE
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Microphone

Background syn
R

Additional permissions

Content

& Cookies and site data
Thir

Pop-ups and redirects
Don't

Additional content settings

6. Click the Add button for the Allowed to send pop-ups and use redirects (see image below)
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<  Pop-ups and redirects

Default behavior

tom

[/} Sites can send pop-ups and use redirects

IS Don't allow sites to send pop-ups or use redirects

Customized behaviors

7. Enter the URL of the Campus application in the Site field and click the Add button (see image
below).

Add a site
Site

infinitecampus.com

Clearing the Browser History (Chrome)

It is good practice to clear your browsing history on a regular basis.
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Settings

Yi d Googl
ou and Google Safety check

Autofill

0 Chrome can help keep you safe from data breaches, bad extensions, and more
Security and Privacy

Appearance

Security and Privacy
Search engine

Clear browsing data

Default browser

) On startup

Advanced

Extensions

About Chrome

Privacy Sandbox
Trial fe ff

Select the three dots button in the upper right-hand corner of the browser window.
Select Settings.

Select Security and Privacy.

Select Clear browsing data.

Select a Time range of 'All time' to clear your entire browsing history.

vk wnN e

6. Leave the Browsing history, Cookies and other site data, and Cached images and
files checkboxes marked.

Deleting cookies will cause the device to no longer be recognized by Campus and will
require you to go through the login security process the next time you log into Campus.

7. Click the Clear Data button.
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Clear browsing data
Basic
Timerange Alltime

B ing hist
rowsing his -:}.ry =
y, including in the

Cookies and other site data

Cached images and files
F i MB :

Page 22



