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Tool Search: Account Security Preferences

Account Security Preferences allow you to control various functionality such as resetting of
passwords, restricting the ability for Product Security Users to log in as other people, auditing users,
and the automatic creation/disabling of student and staff accounts.

Understanding Account Student Account .
. . Staff Account Automation
Security Preferences Automation
e Password Reset e Enable Automatic Creation e Enable Automatic Creation
e Restrict 'Login As User' of Student Accounts of Staff Accounts
Feature On Users with e Username (Student e Username (Staff Accounts)
Product Security Role Accounts) e Authentication Type (Staff
¢ Audit Users e Authentication Type Accounts)
e Prohibit Passwords That (Student Accounts) e Password (Staff Accounts)
Have Been Previously e Password (Student e Rules
Disclosed in a Data Breach Accounts) e Automatically Disable
e Password History Length e Homepage (Student Accounts After Staff
and Expiration Time Accounts) Member is No Longer
e Password Reset Disallowed e Automatically Disable Employed by the District
Time Student Accounts e Help! The Rules Editor is
e Minimum Password e Additional Information Saying There is an Invalid
Characters About Generating Student Configuration
Accounts e Communicating New User
e Communicating New User Accounts to Staff Members
Accounts to Students e Reviewing User Group

Calendar/Tool Rights and

Associated Rules

Student Account and Staff Account Automation preferences are not available in State Editions
of Campus.
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Account Security Preferences v User Management

n Save

Password Reset Off
Restrict 'Login As User' Feature On Users With Product
Security Role

Audit Usars
Frohibit passwords that have besn previously disclosed
in a data breach.

Password History Length

Mumkbser of recent passwords a user cannot choose when forced to change their password. Leave blank to disabde.
Pazsword Expiration Time

Mumber of days before users are required to change their password. Leave blank to disable.
Fassword Resat Disaliowed Time

Mumbser of hours that must elapse before a user is allowed to change their password again after a previous password change. Leave blank to disable.
Minimum Password Characiers

Minimum numbser of characters required for a password. Leave blank to use the default setting of G characters.

Student Account Automation
[ Enable automatic creation of student accounts

@Usecel\msanailasmm

[ Exciude email domain in usemame

OMszMmhmmmm

Account Security Preferences

In order to access and modify Account Security Preferences, you must be granted the Student

Information System Product Security Role.

Understanding Account Security

Preferences

This section describes how each Account Security Preference works. See the following topics for

more information about each option:

e Password Reset
e Restrict 'Login As User' Feature On Users with Product Security Role
e Audit Users

e Prohibit Passwords That Have Been Previously Disclosed in a Data Breach

e Password History Length and Expiration Time
e Password Reset Disallowed Time

e Minimum Password Characters

BIE USERS: To meet Federal security guidelines, the following default Account Security
Preference values have been set for Staff accounts (this does not impact BIE Student or BIE

Parent Portal accounts):

Default Value Description

Page 2


https://kb.infinitecampus.com/help/user-account
https://kb.infinitecampus.com/help/account-security-preferences#password-reset
https://kb.infinitecampus.com/help/account-security-preferences#AccountSecurityPreferences-Restrict'LoginAsUser'FeatureOnUserswithProductSecurityRole
https://kb.infinitecampus.com/help/account-security-preferences#audit-users
https://kb.infinitecampus.com/help/account-security-preferences#prohibit-passwords-that-have-been-previously-disclosed-in-a-data-breach
https://kb.infinitecampus.com/help/account-security-preferences#password-history-length-and-expiration-time
https://kb.infinitecampus.com/help/account-security-preferences#password-reset-disallowed-time
https://kb.infinitecampus.com/help/account-security-preferences#minimum-password-characters

Default Value

60-day refreshes for all passwords

12-character minimum for all new
passwords

1-day minimum lifetime for all
passwords

No re-use of the last 24 passwords

Description

This means all users are required to create a new
Campus password every 60 days.

This means all new passwords must be at least 12
characters in length.

This means a user must wait at least 24 hours between
each time they change their password.

This means a user cannot reuse the last 24 previous

passwords when creating a new password.

Password Reset

A value of 'On' means Password Reset functionality is enabled. This functionality provides Campus
users the ability to initiate the reset of their own Campus account password.

E Save
ACCO 1

Password Resst On

Restrict "Login As User’ Feaiure Cn Users With Product m
Security Role -

Audit Users

ENCES

Yes ¥

This preference is read-only based on whether or not Password Reset functionality has been
enabled via the Password Reset Configuration tool. This value cannot be changed once set. See the
Managing User Account Passwords article for more information.

Restrict 'Login As User' Feature On Users with
Product Security Role

The Restrict 'Login As User' Feature On Users With Product Security Role preference
controls whether Product Security users may log in as another user with a Product Security role.

n Save

Fassword Reset Cn

Restrict "Login As User' Feature On Users With Product | pg »
Security Role I—I

Audit Users

—

Yes ¥

This feature is not available for users only assigned the Student Information System -
Group Assignment security role.

See this article (Single-Product Environment) or this article (Multi-Product Environment) for
more information on how this feature functions for users only assigned the Student
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Information System - Login as User security role.

The Login As User button only appears for users who have equivalent or greater tool rights than
the user they want to log in as and is only available with the Product Security role (all products)
and the Student Information System - Login As User role. When logging in as another user,
users cannot gain access to tools for which they currently do not have tool rights.

. User Account ¥ User Management > User Account Administration > User Account

- Bronte [&) staff #: DOB:

User Account Detail BTodd

User Account Information -

User Credentials Authentication Information
Homepage Authentication Type Authentication Options
[ Campus Tools v ! [ Local Campus Authentication .. ¥ () Exclude from Multi-Factor Authentication and New Device Notifications

() Time-Based Two-Factor Authentication
Username *

aroas ]

) Force Password Change

Account Expiration Date
month/day/year

) Disable Account

Dradii~t Cantiritis Dalas

E Close Delete

The Student Information System - Login As User role is prohibited from logging in as another

Student Information System - Login As User role regardless of this preference. Users assigned
this role are only allowed to log in as another user once per Campus session. This behavior was put
in place to ensure users do not jump from one user account to another.

Login As User Reset Account Settings

l Reset Password ]

[ Log and Summaries

Audit Users

The Audit Users preference allows a district to enable/disable auditing of several user security tools
in Infinite Campus. This preference controls which data updates (/.e., additions, modifications, and
deletions of data) are tracked by the View Audit Log tool.

Paszword Resst Cn

Restrict "Legin As User Feature On Users With Product m
Securify Role -

Audit Users

The Audit Users preference has two options. This preference may be enabled (set to "Yes") or
disabled (set to "No") at any time.

Yes - When this field is set to a value of "Yes," full functionality of the View Audit Log tool is
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enabled. The View Audit Log tool will track additions, modifications, and deletions made to data on
the following tools:

¢ Individual User - User Account tab

e Individual User - User Groups tab

e Individual User - Tool Rights tab

¢ Individual User - Calendar Rights tab
e User Group - User Group tab

e User Group - Tool Rights tab

e User Group - Calendar Rights tab

e System Preferences

No - When this field is set to a value of "No," the View Audit Log tool will only track changes made
to the System Preferences tool. Auditing of the System Preferences tool is ALWAYS enabled.

Prohibit Passwords That Have Been Previously
Disclosed in a Data Breach

Infinite Campus can read and use a global database that tracks passwords and accounts affected
by data breaches of non-Infinite Campus systems. When this preference is enabled, if Infinite
Campus detects a user's password matches a password found in a publicly known data breach, it
will automatically notify the user and recommend that they update it.

This preference is applicable to Campus and LDAP authenticated accounts.

This preference is set to a default of 'Yes'. Infinite Campus HIGHLY recommends
leaving this setting set to Yes.

Notification of a breached password DOES NOT mean your Infinite Campus account has been
breached. It means your password matches one in a global database of breached passwords
from third-party systems that have experienced a data breach.

Prohibit passwords that have been previously disclesed -Ye:s i
in a data breach.

If a user's password is identified as breached, they will receive a notification of this issue in the bell
n Messages area (see image below).
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You can create an Ad hoc filter of all identified breached passwords by including the
‘usage.pwnedPassword' field (Campus Usage > User Account/Summary > pwnedPassword) within a
filter in the Filter Designer tool (see image below).

Ad Hoc Query Wizard - Field Selection

Select fields to use for creating a filter for which logic and output formatting may be applied. Click a field within the All Fields window, or use the Add Fy
fields in the order selected; however, the sequence can be changed on the OQuiput Formatting screen. At least one field must be selected to continue.

Field Selection = Filter Parameaters = Ouiput Formatting = Grouping and Aggragation

*Query Mame: | |

Short Description: |

Long Description: +

Select categories & fields

Fiter By | Search | Clear |
All Fields I
usage. pwnedPassword
+- 23 Persan

=¥ Demographics

<¥ Health

<3 Census

< Btaff

<> Meetings

< FRAM

-] 2¥ Campus Usage
=] 23 User Account/Summary
userlD
perzonlD
districtliD
USErnams
allModules
allCzlendars
failCount
forceChangePassword
dizable
expiresDate
hemepage
nams
servertame -

Add Funclion

- [ [F-F - E-E

For more information on how this functionality works and how we discover breached passwords,
see this page.
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Campus DOES NOT send any credentials to a third party for use of this functionality.

Password History Length and Expiration Time

The Password History Length field determines the number of previous passwords a user cannot
use when changing their password.

The Password Expiration Time field allows administrators to determine how long a password is
valid before the user is required to change it. The expiration time is based on the last time the user
has reset their password. For example, if this field is set to 120 days, once 119 days have passed
since a user has reset their password, on day 120 they are asked and required to change their
password. This field impacts all accounts (staff, parents, students).

Password History Length 5
Mumber of recent passwords a user cannot choose when forced fo change their password. Leave blank to disable.

Password Expiration Time IB5,
Mumber of days before users are required to change their password. Leave blank to dizsable.

Password Reset Disallowed Time

The Password Reset Disallowed Time field allows you to set the minimum amount of hours that
must pass between password reset requests for a user. If left blank, this preference is disabled.

Password Reset Disallowed Time 24

Number of hours that must elapse before a user is allowed to change their password again after a previous password change. Leave blank to disable.

Minimum Password Characters

The Minimum Password Characters preference allows districts to set the minimum number of
characters required for Infinite Campus account passwords. If the preference is left blank, a default
value of 8 characters is used.

Administrators can create user account passwords with fewer than the minimum number of
required characters; however, upon initial login, all user accounts with a password less than the
minimum number of characters will be forced to change their password to one that adheres to
the minimum value set in this preference.

Minimum Password Characters 10
Minimum number of characters required for a password. Leave blank to use the default setting of 6 characters.

Student Account Automation

Page 7



Student Account Automation allows you to enable the automatic creation of student accounts and
control how usernames, passwords, and the default homepage are established for each account
created.

See the following sections below for more information about setting up this preference:

e Enable Automatic Creation of Student Accounts
e Username (Student Accounts)

e Authentication Type (Student Accounts)

e Password (Student Accounts)

e Homepage (Student Accounts)

e Automatically Disable Student Accounts
e Additional Information About Generating Student Accounts

o Communicating New User Accounts to Students

Student Account Automation
] Enable automatic creation of student accounts

Username
'® Use census email a5 account usemame
¥ Exclude email domain in usemame

' Use a pattern to generate usemame for each account created

Authentication Type
| Local Campus Authentication Only ¥ |

Note: Any accounts created with this authentication type will be automatically flagged for password reset

Password
'®' Randomly generate password for each account created

' Use a pattern to generate password for each account created

O Automatically dizsable student accounis l:l dayis) after enrollment end date, and portal accounts for parents with no enrolled students
MNote: Disabling account will only apply to students with no future enroliments

Enable Automatic Creation of Student Accounts

Marking the Enable automatic creation of student accounts checkbox will turn on student
account automation functionality within Campus.

This preference will automatically create a student account for students who are given an
enrollment record (active or future) and do not currently have a student account within Campus.
Students who already have enrollment records but no student account will automatically have
student accounts created 24 hours after the preference is enabled (a nightly job is run to generate
these accounts).

Student Account Automation

| ¥| Enable automatic creation of student accounts | '1—

Username

'® Use census email as account usemame
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Please consider the following:

e You must opt-in to this preference. It is not automatically turned on by default.

e A student account username and password are generated for each student missing an
existing student account.

e This preference is district-wide. It cannot be enabled at the school level.

e Each night a job is run to identify any students who have active or future enrollment
records without student accounts and automatically generates an account for each of
these students.

¢ A notification is generated if any conflicts or failures occur during the creation of accounts.
This notification does not generate if accounts were created successfully.

¢ Once this preference is enabled, at the time an enrollment record is created for a student
who does not have a student account, a student account is automatically generated for
them.

e If duplicate account usernames are generated (such as two students named John Doe), a
number is appended to the username (i.e., John.doe and John.doel). These situations are
described in the Collision Resolution - Students option of the User Account Automation Log.

e Students are required to change their password the first time they log into their student
account.

e This preference does not re-enable or re-activate any existing deactivated accounts.

Automatically created student accounts will indicate they were Created By the person who
initially created the student within Campus.

Username (Student Accounts)

Usernames are generated based on two available options: the email address of the student or a
pattern used to create usernames for each account. The table below describes each option.

Field Description
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Field Description

Use census email as account Selecting this option means usernames will be

username generated to match the email address listed in the
Email field on the student's Demographics tab (see

Username beIOW).

) Jse census email as account usemame l

Exclude email domain in usermame

If you would like to remove the domain from
usernames generated from a student's census email
address, mark the Exclude email domain in
username checkbox. For example, if the user's email
address is 'joetester@email.com’, his generated
Campus username would be 'joetester’.

Q Use a pattern to generate usemame for each account created

Usernames created via email account do not qualify
for collision resolution. If the email address is missing
or has already been taken by an existing user
account, the user account will not be created.

Once the user account has been created, the user will
enter their email address as their username for
logging into Campus via the Campus login screen (see
below).
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Field Description

Use a pattern to generate username Selecting this option allows you to designate a pattern
for each account created for how usernames are generated for each account.

Username

| Use census email as account usemame

For example, using the criteria entered in the picture

@Uaeapam:mingemmiemernamefucﬂchmunlcremed
Field Max Characters  Defimiter to the left (Last Name, First Name, Student Number),
:LFT::T H :;H : if the student's name is John Doe with a student
| Stuent Humber v || nl v number of 123456789, he would log in with a
[ v \

oo patio examoie Dor o TSI 2 e T osemame areagy oints) || USEFNAMe of Doe.John.123456789

Student Information System

single Sign-On (SS0)

or

Username (Required)

[ Doe.John. 123456789

Password (Required)

Authentication Type (Student Accounts)

The Authentication Type determines how users of the generated accounts will log into Campus.

This option will only appear if LDAP or SAML are configured in Infinite Campus. If hidden, the
default authentication type is Local Campus Authentication.
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Authentication Type
| Local Campus Authentication Only ¥

¢ Local Campus Authentication Only -
This option means users will use their

Mote: Any accounts created with fhis authentication type will be automatically flagged for password reset Campus username and password to |Og

into Campus.

e LDAP Authentication - This option
means users will log into Campus using
their LDAP username and password
(controlled and maintained by their
school/district's IDP). See the LDAP
Authentication article for more
information.

e SAML Authentication - This means
users will log into Campus using their
SAML username and password
(controlled and maintained by their
school/district's IDP). See the SSO
Service Provider Configuration article for
more information.

Password (Student Accounts)

When determining how user account passwords are created, you have the following two options:

This section is not available if the Authentication Type is set to LDAP or SAML as account
passwords are controlled and managed via your IDP.

Field

Randomly generate password for
each account created

Password

I'\';'»'F’ domly generate p d for each —‘cremedl

Ousea pattern to generate password for each account created
Homepage

Campus Porfal ¥

Description

Selecting this option means Campus will randomly
generate a unique password for each account created.

For more information about communicating usernames
and helping users log into their new account, please see
the following articles:

¢ Notifying Users via Email

e Notifying Users via Letters

If generating random passwords for users, it is critical
you follow the steps detailed in the article linked above.
This is the only way to properly have a user log in
and set their own password if a random password
was established by Campus.
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Field Description
Use a pattern to generate Selecting this option allows you to designate a pattern
password for each account created for how passwords are generated for each user account
Password created.
" Randomly generate p d for each account created In the example to the left, based on the criteria (Last
® Use 2 pattem to generate passuvord for sach account created Name, First Name, 10 characters), a user named Nate
Field Max Characters
[ Last Name vl 10] Student would have a password of 'studentnate’.
| First Name r || 1D|

: :H : When automatically creating new student user account

e passwords containing portions or a combination of a

student's PIl (Personally Identifiable Information), you do
so at your own risk. Often, a student's common PII
attributes are public knowledge and can be easily
ascertained. Please ensure the utmost due diligence
when distributing communication of a password
containing portions or combinations of student PIl to the
applicable student(s).

Homepage (Student Accounts)

Once Username and Password criteria have been established, determine the Homepage of the
accounts. The Homepage indicates whether the student will have access to Campus Student or the
Campus Parent Portal.

Password
Q Randomly genarate password for each account created
O] Use a pattern to generate password for each account created

Field Max Characters
| Last Name v 10|
| First Name v 10|
| v || |
| v || |

Homepage

Campus Portal ¥

For example, if the Homepage is set to 'Campus Portal', each generated student account is
defaulted to a Homepage value of 'Campus Portal', meaning they will be sent to the Campus Portal
when logging into Campus. This value is set on the student's User Account tab.
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. User Account tr User Management > User Account Administration > User Account

User Account Detail testing

User Account Information -

User Credentials

Homepage Authentication Type

[ Campus Parent Portal v ] [ Local Campus Authentication... ¥

Username *

[ testing ]

() Force Password Change
Account Expiration Date

month/day/year

[ Disable Account

Automatically Disable Student Accounts

Marking the Automatically Disable Student Accounts checkbox means all student accounts tied to
enrollment records with an End Date will be disabled a specified number of days after the End
Date.

Password
@] Randomly generate password for each account created
® ysea pattern to generate password for each account created

Field Max Characters
| Last Name v || 10|
| Last Name v | 10| Each template field can be used af most once.

| v | |
| v | |

Mote: Disabling the account only applies fo students who do not have any future enroliments and parents who have no students enrolled.

|l ¥/ Automatically disable student and parent porial accounts day(s) after the student's enrollment end date.

Please consider the following:

e You must opt-in to this preference. It is not automatically turned on by default.

e The disable process is not immediate and occurs during an overnight job that is run.
Students are not disabled the moment an End Date is entered on their enrollment record.
Students who are given an End Date and should have their accounts disabled will have
them disabled the following day.

o If you need to disable a user account immediatel o to that student's User Account
tab and mark the Disable checkbox.

e |f the student has other existing and active enrollment records, their account will not be
disabled.

e |f the student has a future enroliment record entered within Campus their account will not
be disabled.

e This preference is district-wide. This preference affects all students within a district and
cannot be turned on or off at the school level.
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e Disabled accounts are not stripped of their credentials. If an account is enabled after being
disabled, the student can continue to use the same username and password.

e Students who have No Show marked on their enrollment record are automatically disabled
the day after the No Show checkbox is marked. These accounts are NOT subject to the
specified days grace period and are disabled regardless of the value entered in this field.

Users are allowed to enter a range of 1 to 365 days.

All parent accounts tied to the student are disabled the same day the student account is
disabled unless the parent has other students tied to them who have an active or future

enrollment record in the district. For example, if the district enters 60 days as the value for this
field and the student is given an enrollment end date of 8/29/2019, the student and all
associated parent account(s) will be disabled on 10/29/2019 (60 days after the enrollment end
date).

Accounts are also disabled if No Show is marked on a student's enroliment record (see below).
Students who have No Show marked on their enrollment record are automatically disabled the day
after the No Show checkbox is marked. These accounts are NOT subject to the specified days' grace
period and are disabled regardless of the value entered in this field.

. Enrollments ¥ Student Information > General > Enrollments
Eve B} Student#: Grade: 07 DOB:
Delete New ¥ Print Enrollment History Notice of Change in New History D Activities

4 AdHoc Letters

General Enroliment Information -
Alternate ID Lookup

Enrollment ID 89698
Calendar Schedule (read only) *Grade Class Rank Exclude External LMS Exclude
23-24 Taylor K-8 Assessment
5 :
Start Date No Show | [ End Date End Action Service Type Athletics
0710172023 E [m] 0312912024 E [ v ] [F" Primary v
“Local Start Status Local End Status Attendance
[ 00: Last year, public school, same district™® x ‘ v ] [ Select a Value v ]
State Start Status State End Status Behavior

00: Last year, public school, same district

Each time accounts are disabled a notification will appear in the Notifications area, describing how
many accounts were successfully disabled. You can click on this notification to be sent to the User

Account Automation Log.

Notification History v My Account > Communication > Notification History

Mark All As Read

Notifications

There were 107484/107484 accounts successfully disabled for portal Tue, 3/5/24

The batch pracess to null grading setup from courses to sections has completed for 23-24 Chandler High School. Wed, 217124

The batch process to null grading sstup from courses to sections has completed for 2024 - CHS - REGULAR Tue, 206124

The system has detected suspicious lagin attempts. CAPTCHA is temporarily required for all login attempts. Wed, 920123

To view detailed information about each account that was disabled, select the Disabled Accounts -
Portal option of the User Account Automation Log (see below).
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User Account Automation Log

This report retrieves log information related to the user aceount automation process.
MOTE: - Log entries clder than one year wil be deleted from the system.

The following describes the types of items you may see in the log:

- Collision R lution refers to that were created but were given a different username than the expected format because a user account with that username already exists.
- Failures refers to accounts that were unable to be created and require administrator attention.

- Disabled Accounts refers to accounts that have been automatically disabled.

Review Log Entries /
Fitter By: ||DisabledAcwunts-Pnrtal v | |

Date Range: |osim172017 [78] Toosi01/2017 [T
Format:

Generate Report

Once an account is disabled, users who attempt to log into their account will receive a message
indicating their account is disabled (see image below).

Student Information System

Username (Required)

admin

Password (Required)

Your user account has been disabled
Contact your system administrator.

The student's account will have the Disabled checkbox marked on their User Account and an icon
indicating the account is Inactive.

To enable the account, unmark this checkbox and click Save. The user will now be able to log into
their student account using the same username and password as before.
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User Account ¢ User Management > User Account Administration > User Account

- Tester, Nate [2)

User Account Detail natetester P

User Account Information -

User Credentials Authentication Information
Homepage Authentication Type Authentication Options
[ Campus Tools \/ l [ Local Campus Authentication ... ¥ ] () Exclude from Multi-Factor Authentication and New Device Notifications

) Time-Based Two-Factor Authentication
Username *

[ natetester ]

[ Force Password Change

Account Expiration Date

month/day/year
Disable Account /

Dradiint Cannritis Dalan

Log and Summaries

Close Delete Login As User Reset Password Reset Account Settings

Additional Information About Generating Student Accounts

Once a new user account has been created for a student and the student logs into Campus for the
first time, they will be asked to create a new account password (see image below).

Change Password

You are required to change your password. Please change your password now.
Your password must be strong. Enter a series of characters or a two or three word phrase that includes letters, numbers, and special characters.

Old Password
Mew Password

| 0% |

Verify New Password

| |

If usernames get duplicated because students share the same first and last name (or the same
series of characters), Campus will automatically append a number to the end of the duplicate
username to ensure each username is unique (e.qg., If three students are named James Adams, the
first username would be 'jam.ada and the second would be 'jam.adal' and the third would be
'lam.ada2').
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Adams, James C #

[amaa’ [ 4—

Adams, James G#

[emadaz | ¢—

Adams, James R #

o ada | 4—

Duplicate usernames that are corrected are called Collisions within Campus. Any collision
resolutions (duplicate usernames) will be indicated in the Process Alerts area, and detailed
information about these events can be accessed via the User Account Automation Log.

Any accounts that failed to be created are also indicated in the Process Alerts area and detailed
information can be viewed via the User Account Automation Log.

User Account Automation Log User Management > Reports > User Account Automation Log

User Account Automation Log

This repart refrieves log information related to the user account automation process.
MOTE: - Log enfries clder than one year will be deleted from the system.

The following describes the fypes of items you may see in the log

- Collision R ion refers to that were s created but were given a different username than the expected format because a user account with that usemame already exists.
- Failures refers to accounts that were unable to be created and require administrator attention.

- Digabled Accounts refers to accounts that have been automatically disabled

- Accounts Requiring Review - Staff refers to those accounts where the user does not have any history of employment with the disirict. (N
autemation. Any accounts listed in this report will need to be disabled manually. For securify purpeses, we recommend the district review the:
than a handful of these accounts.)

ccounts Requiring Review will not be disabled by the
accounts on a regular basis, as there should net be more

Review L og Entries

Filter By: [ v
Date Range: [03222024 | 75| To[ 032272024 |5
Format

Generate Report

If you would like to include the student's username on printed schedules, you can mark the
Student Username option when setting up a schedule template via the Report tool (see below).

Repor‘[ Setup b4 System Settings > System Preferences > Report Setup
New Save Delete
‘Name ‘Type Available in
|FIRST SEMESTER SCHEDULE )
Instruction
Description [ Portal - Active

‘ Portal - Historical

Report Format ©® Table O List
Group By ® Course O Days
Courses

(®) Display Active Courses Only
[ Include Respansive Courses
© Display Active and Dropped Courses

Include Responsive Courses

Term Options yyin a1 a2 Uas Uaa
(Raitzt po @p1 Epy Eapvisory Eps Gpy Gps Ges @pr @a
Schedule Time
Display Options™ (7] Generated On DaterTime Counselor
Student Number [J Bus Number
[ Homeroom Teacher [ Lunch PIN
() Blended Learning Group [ Locker
[ Legal Name

Mailing Label
paveery

©) ane Copy per Maiing Address

The student username will appear in the header of printed schedules (see below).
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Schedules can be generated/printed for a student via the Schedule tab or en masse via the
Schedule Batch tool.

16-17 Student Schedule For Tester, Nate —
COllllty ngh School Grade: 11 Student Number: 35 [Username: nat.tes (disabled) |
WLV [ & B % T Term(s): Semester 1 Semester 2 Courses enrolled: 0
Generated on 05/02/2017 11:33:37 AM  Page 1 of 1 Mailing Address:

Automatically created student accounts will indicate they were Created By the person who
initially created the student within Campus.

Communicating New User Accounts to Students

For more information about communicating usernames and helping students log into their new
accounts, please see the following articles:

e Informing Users of Newly Created User Accounts

e Scheduling a Recurring User Account Message
e Notifying Users via Letters

If generating random passwords for users, it is critical you follow the steps detailed in the articles

linked above. This is the only way to properly have a user log in and set their own
password if a random password was established by Campus.

Campus highly recommends you establish a recurring user account activation message.
Please see the User Account Messenger Scheduler article for more information about
this process.

Staff Account Automation

Staff Account Automation allows you to enable the automatic creation of staff accounts and control
how usernames, passwords, and the default homepage are established for each account created.

See the following sections below for more information about setting up this preference:

e Enable Automatic Creation of Staff Accounts

¢ Username (Staff Accounts)

e Authentication Type (Staff Accounts)

e Password (Staff Accounts)

e Rules

e Automatically Disable Accounts After Staff Member is No Longer Employed by the District
e Help! The Rules Editor is Saying There is an Invalid Configuration

e Communicating New User Accounts to Staff Members

e Reviewing User Group Calendar/Tool Rights and Associated Rules
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Enable Automatic Creation of Staff Accounts

Marking the Enable automatic creation of staff accounts checkbox will turn on staff account
automation functionality within Campus.

This preference will automatically create a user account for staff members who are given an active
district assignment. Staff who already have a district assignment record but no user account will
automatically have user accounts created 24 hours after the preference is enabled (a nightly job is
run to generate these accounts).

Once this preference is enabled, people who are given a district assignment record with at least
a School, Start Date, Title and/or a role checkbox (e.g., Teacher, Special Ed, Program, etc)
entered and saved will have a user account generated.

Staff Account Automation

¥] Enable mutomatic creation ol stafi accounts |
MNote: Staff accounts will be created based on district azsignment

This preference does not re-enable or re-activate any existing deactivated accounts.

Username (Staff Accounts)

Usernames are generated based on two available options: the email address of the staff member or
a pattern used to create usernames for each account. The table below describes each option.

Field Description
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Field

Use census email as account

username

Username

O} Use census email as account usemame

Exclude email domain in usermame

—

(] Use a pattern to generate usemame for each account created

Description

Selecting this option means usernames will be generated
to match the email address listed in the Email field on
the staff member's Demographics tab (see below).

If you would like to remove the domain from usernames
generated from a staff member's census email address,
mark the Exclude email domain in username
checkbox. For example, if the user's email address is
'ijohnDoe@email.com’, his generated Campus username
would be 'johnDoe'.

Census > People > Demographics

. Demographics v

B staf# DOB:
Delote % Person Summary Report % Demographics Data  Documents Add Person =
Portal Usemame. NoAciive Portal Account ~  Contact Log
Demographics.

Personal Contact Information
Enroliments.

Messenger prefer

Dalivery
brivats Dovice Emergoncy Attondance Mos

Stalf Goneral Priorty Toacher Fees

[~ ws 0O O O O 0 0O O 1D History

s ] ges 0 0O 0O 0D 0 O .
!

(CBicee Wwe O O O 0D O O dentiies

C K Oowm 0O ©O O 00 0 O Impact Aid
ot P we 0O O ©O 00 0 O

K Ow ©0O ©O ©O 00 0 O Hosierae "
o Prane we 0O O O OO0 0 O

) K Jow ©o o o 00 0 o | wittary comnecions

Once the user account has been created, the user will
enter their email address as their username for logging
into Campus via the Campus login screen (see below).

Student Information System

Username (Required)

[ johnDoe@test.com

Password (Required)

Log In

Show Help

Page 21


https://kb.infinitecampus.com/help/demographics

Field

Use a pattern to generate
username for each account

created

Description

Selecting this option allows you to designate a pattern for
how usernames are generated for each account.

For example, using the criteria entered in the picture to

Username

| Use census email as account usemame

Field

(® Use a pattern to generate usemame for each account created

Max Characters Delimiter

| First Name

v . v

| Last Name

\all wl v

v [ ~]

v |

the left (First Name, Last Name, 10 characters, Delimiter
of .), if the staff member's name is John Doe, he would log
in with a username of John.Doe

Your pattern example: John.Doe(...1, 2, etc. if username already exists)

Student Information System

Username (Required)

[ John.Doe

Password (Required)

[
(2]

Authentication Type (Staff Accounts)

The Authentication Type determines how users of the generated accounts will log into Campus.

This option will only appear if LDAP or SAML are configured in Campus. If hidden, the default
authentication type is Local Campus Authentication.
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Authentication Type ¢ Local Campus Authentication Only

| Local Campus Authentication Only ¥ |

- This option means users will use
their Campus username and password
to log into Campus.

Note: Any accounts created with this authentication type will be

e LDAP Authentication - This option
means users will log into Campus
using their LDAP username and
password (controlled and maintained
by their school/district's IDP). See the
LDAP Authentication article for more
information.

e SAML Authentication - This means
users will log into Campus using their
SAML username and password
(controlled and maintained by their
school/district's IDP). See the SSO
Service Provider Configuration article
for more information.

Password (Staff Accounts)

Each account created will require the staff member to go through the account activation process.
During this process, their password will be established.

Password
Each account generated will require account activation.

See the Informing Users of their New User Account article for more information on
contacting staff about the user account activation process.

You can also establish a recurring message to send to any new users about activating their user
account via the User Account Messenger Scheduler tool. See this article for more information:

Scheduling a Recurring User Account Message

Rules

Rules designate what calendar rights, tool rights, and homepage settings are automatically applied
to user accounts based on the Title and/or Role(s) designated on their District Assignment.

You must designate at least 1 rule in order to generate staff accounts via this tool.
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The calendar rights, tool rights, and homepage set for an automatically created staff account
via a rule is a one-time process. Once an account is created, changing a staff member's Title
DOES NOT initiate an update or change to their values. You must update calendar rights, tool
rights, and the homepage value manually.

Title/Role values are entered on the District Assignment tab (Census > People > District
Assignment) (select image below).

. District Assignments ¢

Census

Staff > District Assignments

Stephanie  [2} staff#: DOB:
Related Tools
) "N
Delete New Documents Credentials
- District Assignments

Employment Assignment Information

School Department District Employment
Chandler High School . ]
“Start Date End Date [ite Staff Locator Wizard
B [ﬂﬁfaﬂfz(]ZD ‘ g][ TEACHER - ENGLISH LANG ARTS x | v ]

- Teacher Schedule

Type FTE of Assignment Code
( 2 V0181 Teacher -

Teacher  Special Ed Program Behavior Health Behavior Response Response to

O o Admin o Approver Intervention

@] a @]
Advisor  Supervisor Counselor Foodservice  Exclude Behavior Self Service Approver FRAM Processor /
Referral
@] a O @] eterral O O
O

Activity  Activity “SPED Level

Staff Preapproval

0 a
Supervisors

Rules

| Add Ruleis) || Delete Rule(s) |

Titie/Role

Staff Account Automation Rule Settings

| calendar Group Count | Tool Group Count | Homepage

Advisor - Role g 11 Campus Tools
Behavior Admin - Role 8 1 Campus Tools
Behavior Response Approver - Role 3 1 Campus Tools
Counselor - Role 8 11 Campus Tools
Food Service - Role 3 1 Campus Tools
FRAM Processor - Role g 11 Campus Tools
Health - Role 8 1 Campus Tools
Response to Intervention - Role 3 11 Campus Tools
Self Service Approver - Role B ’ Campus Tools
Special Ed - Role 3 1 Campus Tools
Supervisor - Role 8 11 Campus Tools
Teacher - Role 0 1

Campus Tools

To view or modify an existing rule, select the rule from the Staff Account Automation Rule Settings
window. Once a rule is selected, a pop-up will appear, displaying all selected Calendar User Groups
and Tool User Groups with the ability to assign additional calendar and tool user groups (see the

image below).

Tool User Groups not assigned tool rights will not appear in the Assignable Tool User Groups

window.
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Rules

| Add Rulejs) | | Delete Rule(s) |

Tifle/Rale | Calendar Group Count | Tool Group Count

Staff Account Automation Rule Setfings

| Homepage

ACADEMIC COACH 2 1

Foaod Service - Role

Campus Tools -

C-ampus Tools

AMpUs 1001S
Campus Tools
Lamus Togls

FRAM Processor - Role

‘Behavior Admin - Role

1
Health - Raole \
Response o Intervention - Role
Self Service Approver - Role
Special Ed - Role Homepage x
Supervisor - Role
L Calendar User Groups
Assignable Calendar User Groups Selected Calendar User Groups
+ANDE +ABAT -
+AUXI +ACPO
+AZAA +AJHS
+BANN +ACPE
+BASH +AAED
+BHS +ACCL -
+RHSE™ +4CCE
Tool User Groups
Assignable Tool User Groups. Selected Tool User Groups
e+ A4l ADHOC READ OMLY -
BOOKSTORE MANAGER ATTENDANCE CLERK
BTE SITE LEADERS BEHAVIOR VIEW
COA OFFICE STAFF ADMIN ASST/SECRETARIES
COMM ED FEES ASST SUP/DIRECTOR
COMPOSITE GRADING 477 ADETANAMA A AL ETAARA A ACETANAAN AT ETANN AN 4SS
COLMSELIMG SECRETARY 1 4

*(Click and drag to select multiple)

*(Click and drag to select multiple)

| Delete H Cancel H Save ‘

To create a new rule, click the Add Rule(s) button. The Staff Account Automation Setup

window will appear (see below).

1. First, select the Homepage. This will determine if users will be automatically sent to Campus

tools or Campus Instruction upon login.

2. Select which Titles are tied to this rule. Users who have this title selected on their District
Assignment will be granted the calendar and tool rights assigned within this rule.

3. Select which Roles are tied to this rule. Users who have this role selected on their District
Assignment will be granted the calendar and tool rights assigned within this rule.

4, Click the Next button.
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| Tool Group Count

| Homepage

Food Service - Role
FRAM Processor - Role

i
&
- Rale 10
&
&

Campus Tools -
Campus Tools
Campus Tools
Campus Tocls
Campus Tools

Health - Role
Response fo Intervention - R
Self Service Approver - Role
Special Ed - Role
Supervisor - Role
Teacher - Role

Staff Account Automation Setup

*8elect Homepage
Campus Tools A

*8elect Title(s) and/or Role(s)
Titles

Selected Titles and Roles

*test
7-8 SPANISH TEACHER
ACADEMIC INTERVENTION

ACADEMIC COACH
Behavior Response Approver - Role
FRAM Processor - Role

ACADEMIC INTERVENTION TEACHER
ACCOUNT TECH |

AP IR TS

4 L3

*(Click and drag to select multiple)
Roles

Advisor - Role

Behavior Admin - Role
Counselor - Role

Food Service - Role

Health - Role

Response to Intervention - Role

Salf Sarvica Annrouar - Bala -

*(Click and drag 1o select multiple)

*(Click and drag to select multiple)

Once titles and roles have been selected, you now need to determine which calendar user groups
will be assigned to the rule. This step is optional.

If no calendar or tool rights groups are assigned to the rule, users tied to the
titles/roles selected in the rule will not receive tool rights or calendar rights during
account creation.

In this scenario, users will have to be granted tool rights and calendar rights manually via their
User Account.

Calendar User Groups contain permissions for accessing all calendars assigned to the selected user
group.

Calendars are assigned to User Groups via the Calendar Rights tab (System Administration >
User Security > User Group > Calendar Rights)

Select which Calendar User Groups to assign and once selected, click the Next button.
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Please consider the following:

e Only User Groups containing only calendar rights will appear for selection within the
Calendar User Groups window. User Groups containing a combination of tool rights and
calendar rights ARE NOT available for selection.

¢ Rule functionality requires calendar rights to be assigned only to Calendar User Groups
and tool rights only be assigned to Tool User Groups.

e Calendar User Groups must be assigned to a single school. User groups containing
calendar rights for 2 or more schools will not appear in the Calendar User Groups window.

¢ Users who need calendar rights to more than one school will need to be granted these
rights either by adding additional Calendar User Groups to the rule or manually assigning
calendar rights to a user via their User Account.

e Calendar rights are assigned based on the person's District Assignment record. If a user is
given rights based on a Rule, even if the rule contains several Calendar User Groups, the
user will only receive calendar rights for schools matching their existing District
Assignment record(s).

e The Tool Rights tool will prevent users from adding tool rights to calendar user groups.

e User groups containing all schools/all calendars are not available for use in the Staff
Account Automation tool. Each user account requiring access to all schools/all calendars
must be handled manually.

[Sta'lf Account Automation Setup x J

Calendar User Groups (Optional)

For the selected title(s) andfor role(s) one or more of the calendar groups selected below will be automatically assigned to
the user based on the wuser district assignment.

Calendar User Groups Selected Groups
« | |OSELEMT1GALY -
0SDA
0SELD OSELEMT1KNOX
0SELEMDESTCOLL

OSELEMT1BOLO
OSELEMT1FRYE
OSELEMT1HART
OSELEMT13ANM
OSELEMT13HUM
0SHIGH

0SHUM

0SJHS
0SJUNIOR
0TARW

OWEIN

OWJIHS

ovDI - -

*(Click and drag to select multiple) (Click to remove selected option)

‘ Prev HCam:aIH Next ‘

Select which Tool User Groups should be assigned to the rule. All tool rights assigned to the user
group selected will be applied to user accounts tied to the rule.

Tool rights are assigned to User Groups via the User Group Tool Rights tool (User Management
> User Groups > Tool Rights)
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Select user groups from the Tool User Groups window. Each selected user group will appear in the
Selected Groups window. Once all groups have been selected, click the Finish button. The Rule
has been created, and the selected user group calendar and tool rights will now be assigned to
users who have matching District Assignment Role and/or Title values.

Please consider the following:

e Only User Groups containing only tool rights will appear for selection within the Tool User
Groups window. User Groups containing a combination of tool rights and calendar rights
ARE NOT available for selection.

e Rule functionality requires calendar rights to be assigned only to Calendar User Groups
and tool rights only be assigned to Tool User Groups.

e The Calendar Rights tool will prevent users from adding calendar rights to tool user groups.

Staff Account Automation Setup x

Tool User Groups (Optional)
For the selected title(z) andfor role(z) select all the tool groups to be automatically associated.
Tool User Groups Selected Groups

STUDENT GENERAL READ ONLY ~ | | TEACHER -
STUDENT SUMMARY VIEW

SUMMER SCHOOL ADMINISTRATION

SURVEY

SYSADMIN

TEACHER SPECIALIST(CURR, READ, ELD)

TEXTEQOK COURSE ASSOCIATION

TITLE 1 COORD

TRANSCRIPT POSTING ADD ON

TRANSCRIPT PRINT

TRANSPORTATION OFFICE STAFF

TRUANCY OFFICER

UNFILTERED SEARCH

USER SECURITY

WAREHOUSE -
4 3 -

*(Click and drag to select multiple) (Click to remove selected option)

| Prev || Cancel H Finish |

To delete an existing rule, click the Delete Rule(s) button. The Delete Titles And/Or Rules
window will appear. From the Current Titles and Roles window, select which titles or roles (Rules)
should be deleted, and once they have been selected, click the Delete button.

You can also delete a rule by selecting the rule from the Staff Account Automation Rule Settings
window and selecting the Delete button.
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The selected Rules have been deleted from Campus and will no longer be applied to generated staff
user accounts.

Deleting a rule has no effect on already created user accounts.

Rules

| Add Rule(s) || Delete Rule(s) |
Staff Account Automatio.~ Rule Setfings

Title/Rale | Calendar Group Count | Tool Group Count | Homepage

Advisor - Role 8 " Campus Tools -
Behavior Admin - Role 8 " Campus Tools

Behavior Response Approver - Role 10 12 Campus Tools

Counselor - Role 1" Campus Tools

Food Service - Role

FRAM Processor - Role

Health - Role

Response to Intervention - Role
Self Service Approver - Role

=

Delete Titles And/Or Roles x

*Select Titles(s) and/or Role(s) for deletion

© 0000000000 =

Special Ed - Role Current Titles and Roles Titles and Roles to be deleted

Supervisor - Role Advisor - Rale ~ | [ACADEMIC COACH ~

Teacher - Role Behavior Admin - Role Food Service - Role
e—————————— | BeNavior Response Approver - Role Response to Intervention - Role

Counselor - Role

FRAM Processor - Role
Health - Role

Self Service Approver - Role
Special Ed - Role
Supervisor - Role

Teacher - Role

*(Click and drag to select multiple) *{Click and drag to select multiple)

Automatically Disable Accounts After Staff Member is No
Longer Employed by the District

Marking this checkbox means all staff accounts will be disabled based on the following logic:

e Accounts will be disabled as of the End Date entered on theirdistrict assignment record (if the
person does not have an active district employment record).

e If an End Date is entered on a person's district assignment record but they have an active
district employment record, the user will be disabled as of the End Date entered on their
district employment record.

e |f an End Date is entered on a person's district employment record but they have an active
district assignment record, the user will be disabled as of the End Date entered on their district
assignment record.

o In order for a user to be disabled, they must no longer have an active district employment
or district assignment record. If an End Date is entered on both a user's district
employment and district assignment record, logic uses the latest date of the two dates as
the account disable date.
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7] Automatically disable accounts afler siaff member is no longer employed by the district
{Mote: Some staff accounts will not be automatically disabled with this functionality. Districts should check the "Accounts Requiring Review" option within the "User

Account Automation Log” report to keep frack of those accounts and manually diszble them when no longer nesded. )

Please consider the following:

e You must opt-in to this preference. It is not automatically turned on by default.

e The disable process is not immediate and occurs during an overnight job that is run. Staff
are not disabled the moment an End Date is entered on their district assignment/district
employment record (based on the logic mentioned above).

o If you need to immediately disable a user account, go to that user's User Account tab
and mark the Disable checkbox.

¢ |f the staff member has other existing and active District Assignment records, their
account will not be disabled.

o |f the staff member has a future District Assignment record entered within Campus their
account will not be disabled.

e This preference is district-wide. This preference affects all staff within a district and cannot
be turned on or off at the school level.

e Disabled accounts are not stripped of their credentials. If an account is enabled after being
disabled, the staff member can continue to use the same username and password.

e Users with a Product Security Role will have their account disabled when their District
Assignment and District Employment records expire.

This preference DOES NOT disable user accounts that have no employment records (district
employment or district assignment records). These accounts must be manually disabled via the
Disabled checkbox on the User Account tab.

To view a list of all user accounts that do not have employment records, please see the
'Accounts Requiring Review - Staff' option of the User Account Automation Log.

User Account Automation Log

This report refrieves log information related to the user account automafion process.
MNOTE: - Log enfries older than one year will be deleted from the system.

The following describes the types of items you may see in the log:

- Collision Resolution refers to accounts that were successfully created but were given a different username than the expected format because a user account with that usemame already exists.

- Failures refers fo accounts that were unable to be created and require administrator attention

- Disabled Accounts refers to accounts that have been automatically disabled.

- Accounts Requiring Review - Staff refers to those accounts where the user does not have any history of employment with the district. (Mofe: Accounts Reguiring Review will not be disabled by the autemafion. Any accounts
listed in this report will need o be disabled manually. For security purposes, we recommend the district review these accounts on a regular basis, as there should not be more than a handful of these accounts. )

Review Log Entries /
| Filter By: | Account Requiring Review - Staff ¥ | I

Dals Range: 1272017 I 5] To | 11/27/2017 75|

Format
Generate Report

Help! The Rules Editor is Saying There is an Invalid
Configuration

If incorrect modifications were made to the attribute dictionaries for Titles or Roles or if calendar
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rights or other items were modified in the back-end of Campus, this may cause existing Rules to
become corrupt and thus cause your automation configuration to no longer be valid. If this occurs,
an error message will appear in the Staff Account Automation area stating "User accounts cannot
be created by the automated system because your rules configuration is invalid" (see image
below).

Staff account automation is disabled until the configuration is corrected. Once corrected, any
users added during the down period will have a user account automatically created and the
user can access their new user account the day following the day the configuration was
corrected (user accounts are created during an overnight job).

Password
Each account generated will be assigned a randomly generated password.
Tules /
@ User accounis cannot be created by the automated system b your rules configuration is invalid.
Fix Configuration
| Add Rule(s) | | Delete Rule(s) |
Staff Account Automation Rule Settings
Title/Role | Calendar Group Count | Tool Group Count | He e
Administrative Aides 162 37 Campus Tools .
Administrative Clerks and Secretaries 162 37 Campus Tools

After School Teacher C

us Tools

To view a list of the misconfigured data and to potentially delete the data from the system, click the
Fix Configuration button (see below). The Fix Configuration window will appear, displaying all
misconfigured data and the reason the data is considered invalid.

To correct this issue, you can either modify/update these items one by one within Campus and set

them to their correct values or you can have the Fix Configuration tool delete them from the system
by clicking the Delete button.
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Password
Each account generated will be assigned a randomly generated password.

Rules
@ User accounts cannet be created by the automated system because your rules configuration is invalid. /
I Fix Configuration I

| Add Rule(s) | | Delete Rule(s) |
Staff Account Automation Rule Settings

Title/Role | Calendar Group Count | Tool Groyd Count | Homepage

Administrative Aides 162 37 Campus Tools “
Administrative Clerks and Secretaries 162 37 Campus Tools

After School Teacher

Fix Configuration J x

Below is a list of misconfigured staff automation settings. The relationship between user groups and titles andfor roles for the
itemns listed below will be deleted. Existing user accounts, titles, roles, and user groups will not be affected.

Item | Description
Clerical Staff This fitle doezn't map to an active item in the dicticnary.
Health Tech This fifle doesn't map to an active item in the dicticnary.
‘Campus Supervisor  This fitle doesn't map o an active item in the dicticnary.
MNurse This fitle doesn't map to an active item in the dictionary.
Library This fifle doesn't map to an active item in the dictionary.
024 This fifle doesn't map to an active item in the dicticnary.
067 This fitle doesn't map to an active item in the dictionary.
119 This fifle doesn't map to an active item in the dicticnary.

Once all items have been corrected and/or deleted, the error message will go away and staff
account automation will resume working within Infinite Campus.

Communicating New User Accounts to Staff Members

For more information about communicating usernames and helping staff members log into their
new accounts, please see the following articles:

e Notifying Users via Email

e Notifying Users via Letters
e Scheduling a Recurring User Account Message

If generating random passwords for users, it is critical you follow the steps detailed in the articles

linked above. This is the only way to properly have a user log in and set their own
password if a random password was established by Campus.

Campus highly recommends you establish a recurring user account activation message.
Please see the User Account Messenger Scheduler article for more information about
this process.

Page 32



https://content.infinitecampus.com/sis/latest/documentation/user-account-messenger/#UserAccountMessenger-InformingUsersofNewlyCreatedUserAccounts
https://content.infinitecampus.com/sis/latest/documentation/account-letter-builder/#AccountLetterBuilder-InformingUsersofNewlyCreatedUserAccounts
https://content.infinitecampus.com/sis/Campus.1941/documentation/user-account-messenger-scheduler/#UserAccountMessengerScheduler-SchedulingaRecurringUserAccountMessage
https://kb.infinitecampus.com/help/user-account-messenger-scheduler

This section is not available if the Authentication Type is set to LDAP or SAML as account
passwords are controlled and managed via your IDP.

Reviewing User Group Calendar/Tool Rights and Associated
Rules

Tool Search: User Group Report

Users can generate the User Group Report to assist in creating and modifying Rules. This
report details all existing user groups, tool and calendar rights associated with specific user groups,
and user groups associated with specific Rules.

For more information about this report, please see the User Group Report article.

User Group Report v¢ User Management > Reports > User Group Report
User Group Report
This report provides both a high level overview and detailed information about user groups.
The following options are available for this report:
- User Groups Summary: Provides a list of all existing user groups

- User Group Details Report: Provides a list of all tool and calendar rights associated with selected user group(s) {limited to 50 groups in PDF format)
- Staff ion Rule Details Report: Provides a list of all user groups with selected rule(s)

Report Selection

Report Type: | User Groups Summary v

Format:

“For best results, ensure that your printer is set to print in landscape’ mode

Generate Report

Related Tools

Tool Description
User Account This tool allows users to batch-create student and staff user accounts using the
Batch Wizard census email address or a username pattern, enable student and staff user

accounts, disable student and staff user accounts, force a password reset for
student and staff user accounts, and add or remove user groups for user
accounts en masse.

User Account This tool allows you to view detailed information about user account username

Automation Log modifications, user account creation failures, accounts automatically disabled
via preferences set in the Account Security Preferences tool, and staff accounts
not automatically disabled by Account Security Preferences.

User Group This tool provides high-level and detailed information about which user groups
Report exist, all tool rights and calendar rights assigned to each user group, and which

user groups are assigned to which Staff Account Automation rules.

User Account The User Account Messenger Scheduler allows you to establish recurring user
Messenger account messages which can be sent daily, weekly, or monthly to users who
Scheduler meet message template criteria.
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